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417-R-IMAR-0039, RM Version, Instrument Mission Assurance
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1 Overall Requirements

1.1 Description of Overall Requirements

The Contractor shall plan and implement an organized Mission Assurance program that
encompasses (1) all flight hardware, whether designed/built by the Contractor or sub-tier
contractors, from project initiation through launch operations, (2) ground support equipment that
interfaces to flight hardware to assure the integrity and safety of flight items, and (3) all software
critical for mission success.

Any deviations/waivers from this IMAR shall be submitted to the GOES-R Project for approval.
These deviations/waviers will be controlled and maintained by the GOES-R Project Office.

Contractor personnel responsible for assurance activities shall have direct access to Contractor
management, independent of project management, with the functional freedom and authority to
interact with all other elements of the project.

1.2 Use of Multi-Mission or Previously Designed, Fabricated, or
Flown Hardware

When hardware that was designed, fabricated, or flown on a previous project is considered to have
demonstrated compliance with some or all of the requirements of this document such that certain
tasks need not be repeated, the Contractor shall demonstrate how the hardware complies with
requirements.

The Contractor shall submit the substantiating documentation in accordance with the Contract
Data Requirements List (CDRL).

1.3 Surveillance of the Contractor

The work activities, operations, and documentation performed by the Contractor and sub-tier
contractors or suppliers shall be subject to evaluation, review, audit, and inspection by
government-designated representatives from GSFC, the Government Inspection Agency (GIA), or
an Independent Assurance Contractor (IAC). GSFC will delegate in-plant responsibilities and
authority to those agencies via a letter of delegation and task assignment. (CCR 00053)

The contractor and/or suppliers shall grant access for NASA and/or NASA representatives to
conduct assessments/surveys upon notice.

Resources shall be provided to assist with the assessments/surveys with minimal disruption to
work activities.

The contractor, upon request, shall provide government assurance representatives with
documents, records, and equipment required to perform their assurance and safety activities.

The contractor shall also provide the government assurance representative(s) with an acceptable
work area within contractor facilities.

1.4 Applicable and Reference Documents

The effective version of all documents referenced in Section 12 are the versions noted. They form
a part of this specification to the extent specified in Section 12. In the event of conflict between
documents specified in Section 12 and other detailed content of the IMAR, the IMAR shall be the
superseding requirement. (CCR 001/12)

Deliverables referenced in this document shall be delivered in accordance with the instrument
CDRL. (CCR 00112)
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417-R-IMAR-0039, RM Version, Instrument Mission Assurance
Requirements (IMAR) Document

2 Quality Management System
The Contractor shall have a Quality Management System (QMS) that is compliant with the

minimum requirements of ANSI/ISO/ASQC Q9001 Rev 2000, Quality Management Systems -
Requirements.

2.1 QA Management System Requirements Augmentation
The following requirements augment identified portions of the ISO requirements.
2.1.1 Nonconformance Reporting

The Contractor shall have a system for identifying and reporting hardware and software
nonconformances through a closed loop reporting system; ensuring that positive corrective action

is implemented to preclude recurrence and verification of the adequacy of implemented corrective
action.

Nonconformances shall be reported in accordance with the CDRL.
2.1.1.1 Preliminary Review

The material review process shall be initiated with the identification and documentation of a
nonconformance.

A preliminary review shall be the initial step performed by Contractor-appointed personnel to
determine if the nonconformance is minor and can readily be processed using the following
disposition actions:

a) Scrap, because the product is unusable for the intended purposes and cannot be
economically reworked or repaired.

b) Rework (or retest), to result in a characteristic that completely conforms to the standards,
procedures, or drawing requirements.

c) Return to supplier, for rework or replacement.

d) Refer to Material Review Board when the above actions do not apply to the
nonconformance.

Note that Preliminary Review does not negate the requirement to identify, segregate, document,
report and disposition nonconformances.

2.1.1.2 Material Review Board (MRB)

Nonconformances not dispositioned by Preliminary Review shall be referred to the MRB for
disposition.

MRB dispositions shall include: scrap. rework, return to supplier, repair by standard or non-
standard repair procedures, use-as-is, or request for major waiver.

The Contractor shall establish a Material Review Board.
The MRB shall contain a core team with other disciplines brought in as necessary.

The MRB shall be chaired by a Contractor representative responsible for ensuring that the MRB
actions are performed in compliance with this standard as implemented by Contractor procedures.

The MRB shall consist of the appropriate functional and project representatives that are needed to
ensure timely determination, implementation and close out of the recommended MRB disposition.
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A GOES-R SAM representative will participate as voting members in MRB activities. Completed
MRBs will be approved by the SAM or his designee.

The MRB process shall investigate, in a timely manner, each nonconforming item in sufficient
depth to determine proper disposition.

For each reported nonconformance, there shall be an investigation and engineering analysis
sufficient to determine cause and corrective actions for the nonconformance.

Written authorization shall be documented to disposition the nonconforming product.
2.1.1.3 Failure Review Board (FRB)

Nonconformance’s not dispositioned by Preliminary Review or Material Review Board shall be
referred to the Failure Review Board for disposition.

FRB dispositions shall include: those items that fail; show performance at limits of tolerance and
out of family type operation. Scrap, rework, return to supplier, repair by standard or non-standard
repair procedures, use-as-is, or request for waiver are also FRB type dispositions.

The Contractor shall establish a Failure Review Board.

The FRB shall contain a core team with other disciplines brought in as necessary.

The FRB shall be chaired by a Contractor representative responsible for ensuring that the FRB
actions are performed in compliance with this standard as implemented by Contractor procedures.

The FRB shall consist of the appropriate functional and project representatives that are needed to
ensure timely determination, implementation and close out of the recommended FRB disposition.

A GOES-R SAM representative will participate as voting members in FRB activities. Completed
FRB’s will be approved by the SAM or his designee.

The FRB process shall investigate, in a timely manner, each nonconforming item in sufficient
depth to determine proper disposition.

For each reported nonconformance, there shall be an investigation and engineering analysis
sufficient to determine cause and corrective actions for the nonconformance.

Written authorization shall be documented to disposition the nonconforming product.
2.1.1.4 Reporting of Nonconformances

Reporting of all nonconformances shall begin with the first power application or the first
operation of a mechanical item.

Non-conformance reporting shall continue through on orbit checkout.
2.1.2 Calibration

Testing and Calibration Laboratories shall be compliant with the requirements of ISO/IEC-17025
General Requirements for the Competence of Testing and Calibration Laboratories.

2.1.3 Lessons Learned

The Contractor shall collect lessons learned and submit them to the GOES-R Project for input into
a Government Lessons Learned Database.

2.1.4 Flow-Down
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The Contractor’s QA program shall ensure the flow-down of technical and product assurance
requirements to all suppliers.

The Contractor's QA program shall document and implement a process to verify compliance.
Specifically, the Contractor's Contract Review and Purchasing processes shall establish the

process for documenting, communicating, and reviewing requirements with sub-tier suppliers to
ensure requirements are met.
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3 System Safety Requirements
3.1 System Safety Requirements

The Contractor shall plan and implement a system safety program to include their facility, the
spacecraft integrator’s facility and the launch facilities.

The system safety program shall provide for early identification and control of hazards during
design, fabrication, test, transportation and ground activities.

The safety program shall satisfy the applicable guidelines, constraints. and requirements stated in
Air Force Space Command Manual 91-710 (AFSPCMAN 91-710). Range Safety Requirements.

Specific safety requirements include the following:

a) Ifasystem failure may lead to a catastrophic hazard, the system shall have three inhibits
(dual fault tolerant). A Catastrophic hazard is defined as a condition that may cause death
or permanently disabling injury, major system or facility destruction on the ground, or
vehicle during the mission. '

b) Ifasystem failure may lead to a critical hazard, the system shall have two inhibits (single
fault tolerant). A Critical hazard is defined as a condition that may cause severe injury or
occupational illness, or major property damage to facilities, systems, or flight hardware

¢) Hazards which cannot be controlled by failure tolerance (e.g., structures, pressure
vessels, etc.) are called "Design for Minimum Risk" areas of design and have separate,
detailed safety requirements that they must meet. Hazard controls related to these areas
are extremely critical and warrant careful attention to the details of verification of
compliance on the part of the developer. (CCR 00050B)

Safety Requirements documents for GOES-R:

AFSPCMAN 91-710 which defines the Range Safety Program responsibilities and authorities and
which delineates policies, processes, and approvals for all activities from the design concept
through test, check-out, assembly, and the launch of launch vehicles and payloads to orbital
insertion or impact from or onto the Eastern Range (ER) or the Western Range (WR). It also
establishes minimum design, test, inspection, and data requirements for hazardous and safety
critical launch vehicles, payloads, and ground support equipment, systems, and materials for
ER/WR users. (CCR 00050B)

3.2 System Safety Program Plan

The System Safety Program Plan (SSPP) shall describe the system safety implementation process
which includes analysis, reduction, and/or elimination of hazards. (CCR 00050B)

The SSPP shall define the required safety documentation, applicable documents, associated
schedules for completion, roles and responsibilities on the project, methodologies for the conduct
of any required safety analyses, reviews, and safety data package.

The Contractor shall deliver the SSPP in accordance with the CDRL.

3.3 Safety Assessment Report (CCR 00050B)

The instrument or subsystem developer shall perform and document a comprehensive evaluation
of the mishap risk of their instrument or subsystem. This report is used to assist the spacecraft
developer/integrator in preparing the Missile System Prelaunch Safety Package (MSPSP) for
submittal to the launch range. This safety assessment shall identify all safety features of the

hardware, software, and system design, as well as operational hazards present in the system. (CCR
00050B)
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The Contractor shall deliver the SAR in accordance with the CDRL. (CCR 00050B)

The SAR shall begin at Contract Award and continue throughout all phases of the mission
lifecycle.

3.4 Verification Tracking Log (VTL) (CCR 00050B)

All verifications that are listed on the hazard reports shall reference the test, analyses, and/or
inspections that were performed to verify the hazard is controlled or eliminated.

The VTL shall be delivered with the final SAR and updated regularly until all items are closed.

Individual VTL items shall be closed with appropriate documentation verifying the stated hazard
control has been implemented, and individual closures shall be complete prior to first operational
use/restraint. (CCR 00050B)

3.5 Ground Operations Procedures

All ground operations procedures to be used at the launch site shall be submitted to the GOES-R
Project Safety Manager (PSM) for review and approval. The GOES-R Project reserves the right
to review, on request, contractor site operations procedures to ensure compliance. (CCR 00050B)

3.6 Safety Noncompliance/Waiver Requests

When a specific safety requirement cannot be met the contractor shall submit an associated safety
noncompliance/waiver request which identifies the hazard and shows rationale for approval of the
waiver, as defined by AFSPCMAN 91-710. (CCR 00050B)

The noncompliance request shall include the following information:

a) A statement of the specific safety requirement and its associated source document name
and paragraph number for which the waiver or deviation is being requested.

b) A detailed technical justification for the exception.

c) Analyses to show that the mishap potential of the proposed alternate requirement, method
or process, as compared to the specified requirement.

d) A narrative assessment of the risk involved in accepting the waiver or deviation.

€) A narrative on possible ways of reducing hazard severity and probability, and existing
compliance activities.

f) Starting and expiration date for the waiver/deviation.
Safety Noncompliance/Waiver Requests shall be delivered in accordance with the CDRL.
3.7 Support for Safety Working Group Meetings

Contractor safety personnel shall support Safety Working Group (SWG) meetings, Technical
Interface Meetings (TIM), and technical reviews, as required.

The SWG will meet as necessary to review procedures and analyses that contain or examine safety
critical functions or as convened by the GOES-R Project Safety Manager (PSM) to discuss any
situations that may arise with respect to overall project safety. Meetings are normally held as a
sidebar to other reviews and meetings to minimize extra travel. There is no required number of
meetings. (CCR 00050B)

3.8 Hazard Analyses
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3.8.1.0-2

3.8.1.0-3

3.8.1.0-4

3.8.1.0-5

3.8.1.0-6

3.8.1.0-7

3.8.1.0-8

3.8.1.0-9

3.8.2

3.8.2.0-1

3.8.2.0-2

3.8.2.0-3

39
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3.8.1 Preliminary Hazard Analyses
The contractor shall perform and document a preliminary hazard analysis (PHA) in accordance

with AFSPCMAN 91-710 to obtain an initial risk assessment of the instrument system. (CCR
00050B)

Based on the best available data, including mishap data from similar systems and other lessons
learned, hazards associated with the proposed instrument design shall be evaluated for hazard
severity, hazard probability, and operational constraints.

The PHA shall consider the following for identification and evaluation of hazards as a minimum:

a) Hazardous components

b) Safety related interface considerations among various elements of the system, including
consideration of the potential contribution by software to system and subsystem mishaps.

¢) Environmental constraints including the operating environments.

d) Operating, test, maintenance, built-in-tests, diagnostics, and emergency procedures.
e) Facilities.

f) Safety related equipment, safe guards, and possible alternate approaches.

g) Malfunctions to the system, subsystems, or software.

This list is not all-inclusive; there are other areas that should be considered when conducting a
PHA.

The contractor shall develop analyses for identifying the hazards associated with the hardware,
support equipment, software, instrument ground operations and ground support equipment, and
their interfaces. (CCR 00050B)

The contractor shall take measures to minimize each identified hazard.

The analysis shall be updated as all hardware and software progresses through the stages of
design, fabrication, test, transportation, and launch.

Hazard reports shall be generated for all identified system hazards.

The hazard reports shall document the causes, controls, verification methods and status of
verification for each hazard.

Instrument hazard reports shall be supplied to GSFC as part of the SAR for forwarding to the S/C
contractor and inclusion in the S/C MSPSP. (CCR 00050B)

3.8.2 Operations Hazard Analysis

An Operations Hazard Analysis (OHA) will be performed to identify the hazards to payload or
personnel when a facility is being used or an activity is being performed.

The OHA shall document all controls and methods of verifications for each hazard listed. The
OHA process considers the timing and sequence of tasks with respect to the
equipment/hardware/software design. human engineering provisions, assembly, test, and operating
procedures, and the facility environments for each specific operation being performed. (C'CR
00050B)

The Operations Hazard Analysis shall be delivered in accordance with the CDRL.

3.9 Reviews
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3.12.2.0-4
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The contractor’s system safety program shall be presented at GSFC assurance reviews and
payload safety reviews.

At each review the contractor shall describe the actions being taken to reduce and control hazards.
3.10 Mishap Reporting

All mishaps and close calls that affect the GOES-R Program shall be reported within 24 hours of
occurrence to GSFC.

A follow-up report shall be documented in accordance with NPR 8621.1, NASA Procedures and
Requirements for Mishap Reporting. NPR 8621.1 defines a Close Call as an occurrence or a
condition of employee concern in which there is no injury or only minor injury requiring first aid
and no significant equipment/property damage (less than $1000), but which possesses a potential
to cause a mishap. (CCR 00050B)

Reports shall be delivered in accordance with the CDRL.
3.11 Software Safety

Section 5.1.2 describes desired software safety activities to meet NASA HQ guidelines. Hazards
caused by software will be identified as a part of the nominal hazard analysis process, and their
controls will be verified prior to acceptance. (CCR 00051B)

3.12 Test Safety Responsibilities
3.12.1 Treatment of Hazards

As hazards are discovered, every attempt shall be made to eliminate them. This may be
accomplished by redesign, controlling energy sources, revising the test, or by some other method.

If the hazard cannot be eliminated, automatic safety controls shall be applied, for example:
pressure relief devices, electrical circuit protection devices, or mechanical interlocks.

If that is not possible or is too costly, warning devices shall be considered.
If none of the foregoing methods are practicable, control procedures must be developed and
applied. In practice, a combination of all four methods may be the best solution to the hazards

posed by a complex system.

Before any test begins, the Contractor project manager and test facility management shall agree on
the hazard control method(s) that are to be used. (CCR 00231)

3.12.2 Facility Safety

The contractor shall verify that the test facility and normal operations present no unacceptable
hazard to the test item, test and support equipment, or personnel.

The contractor shall ensure that facility personnel abide by all applicable regulations, (ie., OSHA
and NASA) observe all appropriate industrial safety measures, and follow all requirements for
personal protective equipment. (CCR 00050B)

The contractor shall ensure that all facility personnel are trained and qualified for their positions.
Training should include the handling of emergencies by the simulation of emergency conditions.

Analysis, tests and inspections shall be performed to verify that the safety requirements are
satisfied.
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4.2.1

4.2.1.0-1
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4.2.1.0-4

4.2.1.0-5
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4 Reliability Requirements
This section addresses the Reliability Requirements for the Instrument.
4.1 General

The contractor shall plan and implement a reliability program that interacts effectively with other
project disciplines, including systems engineering, hardware design, and product assurance.

The program shall be tailored to:
a) Assure the specified reliability probability of success is achieved.

b) Demonstrate that redundant functions, including alternative paths and work-arounds, are
independent to the extent practicable

¢) Demonstrate that the stress applied to parts meet applicable derating criteria.

d) Identify single failure items/points, their effect on the attainment of mission objectives,
and possible safety degradation.

e) Identify limited-life items and ensure that special precautions are taken to conserve their
useful life for on-orbit operations.

The Government will perform a Probabilistic Risk Assessment (PRA) for the mission. Instrument
data required under the CDRL is used for this analysis. The Contractor shall attend meetings and
answer questions related to CDRL items to support the development of the PRA.

The Contractor shall develop and deliver a Reliability Program Plan (RPP) in accordance with the
CDRL.

4.2 Reliability Analyses

Reliability analyses shall be performed concurrently with design.

4.2.1 Failure Modes Effects and Criticality Analysis and Critical Items
List

A Failure Modes Effects and Criticality Analysis (FMECA) shall be performed and delivered, in

accordance with the CDRL. As additional design information becomes available the FMECA will

be refined and updated.

Failure modes shall be assessed at a level sufficient to identify all single point failure modes at the
piece part (e.g transistor, Integrated Circuit) level.

The failure mode shall be assigned a severity category based on the most severe effect caused by a
failure.

All mission phases (e.g., ground handling, launch, deployment, on orbit storage, on-orbit
operation) shall be addressed in the analysis.

Severity categories will be determined in accordance with the table below.

Page 9 of 78 - Printed Monday, April 16, 2007



Project: Mission Assurance

ID

IMAR196

IMAR213

IMAR214

IMAR215

IMAR216

IMAR217

IMAR218

IMAR219

IMAR220

IMAR221

IMAR222

Object
Number
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4.2.1.0-6

4.2.1.0-7

42.1.0-8

4.2.1.0-9

4.2.1.0-10

42.1.0-11

4.2.1.0-12

4.2.1.0-13

4.2.1.0-14

422
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TABLE SEVERITY CATEGORIES

Category Severity Description

| Catastrophic I-ailure modes that could result in serious
injury, loss of life (flight or ground
personnel), or loss of launch vehicle.

1R Failures modes of identical or equivalent
redundant hardware items that, if all
failed could result in category 1 effects.

1S Failure in a safety or hazard monitoring
system that could cause the system to fail
to detect a hazardous condition or fail to
operate during such condition and lead to
Severity Category 1 consequences.

2 Critical Failure modes that could result in loss of
one or more mission objectives as defined
by the GOES-R Project Office.

2R Failure modes of identical or equivalent
redundant hardware items that could
result in Category 2 effects if all failed.

3 Significant Failure modes that could cause
degradation to mission objectives.

4 Minor Failure modes that could result in
insignificant or no loss to mission
objectives.

(CCR 00142)

FMECA analysis procedures and documentation shall be performed in accordance with
documented procedures.

Failure modes resulting in Severity Categories lor 2 shall be analyzed at a greater depth, to the
single parts if necessary, to identify the cause of failure.

Results of the FMECA shall be used to evaluate the design relative to requirements (e.g., no
single instrument failure will prevent removal of power from the instrument).

Identified discrepancies shall be evaluated by management and design groups for assessment of
the need for corrective action.

The FMECA shall analyze redundancies to ensure that redundant paths are isolated or protected
such that any single failure that causes the loss of a functional path will not affect the other
functional path(s) or the capability to switch operation to that redundant path.

All failure modes that are assigned to Severity Categories | and 2, shall be itemized on a Critical
[tems List (CIL) and maintained with the FMECA report.

Rationale for retaining the items shall be included on the CIL.

Results of the FMECA, as well as the CIL, shall be presented at all design reviews starting with
the PDR.

The presentations shall include comments on how the analysis was used to perform design trade-
offs or how the results were taken into consideration when making design or risk management
decisions.

4.2.2 Worst Case Analyses
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4.2.4.0-4
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Worst Case Analyses shall be performed on all circuits where failure results in a severity category
of lor 2 or where de-rating guidelines are violated.

Worst case analyses shall be documented and delivered in accordance with the CDRL.

The most sensitive design parameters, including those that are subject to variations that could
degrade performance, shall be subjected to the analysis.

The analyses shall consider all parameters set at worst case limits and worst case environmental
stresses for the parameter or operation being evaluated. Depending on mission parameters and
parts selection methods, part parameter values for the analysis will typically include:
manufacturing variability, variability due to temperature, aging effects of environment, and
variability due to cumulative radiation.

The analyses shall be updated in keeping with design changes.
The results of any analyses will be presented at all design reviews starting with peer reviews.

4.2.3 Reliability Predictions

The contractor shall perform numerical reliability prediction to validate that the design meets the
requirements of the specification and to assist:

a) Evaluation of alternative design concepts, redundancy and cross-strapping approaches.

b) Identification of the elements of the design, which are the greatest detractors of system
reliability.
c) Identification of those potential mission limiting elements and components that will

require special attention in part selection, testing, environmental isolation, and/or special
operations.

d) Evaluation of the impact of proposed engineering change and waiver requests on
reliability.

MIL-HDBK-217, Reliability Prediction of Electronic Equipment , with updated failure rates from
the Reliability Analysis Center or equivalent, shall be used as the source of failure rates unless
otherwise approved by GSFC.

The assessments and updates will be submitted to GSFC in accordance with the CDRL. The
results of reliability assessments shall be reported at PDR and CDR.

As part of the reliability prediction the contractor shall provide and update a Reliability Block
Diagram. '

4.2.4 Trend Analysis

As part of the routine system assessment, the contractor shall assess all subassemblies and units to
determine measurable parameters that relate to performance stability.

A list of subassemblies and units to be assessed and the parameters to be monitored and the trend
analysis reports shall be maintained and submitted in accordance with the CDRL.

Selected parameters shall be monitored for trends starting at the |st functional test of a
subassembly or unit and continue during all system integration and test phases.

The monitoring will be accomplished within the normal test framework; i.e., during functional
tests, environmental tests, etc.
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4.2.5.0-1

4.2.5.0-2
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4.2.5.0-4

4.2.5.0-5

4.2.5.0-6

4.2.5.0-7

43

4.3.0-1

4.3.0-2

4.3.0-3

44

4.4.0-1

- 4.4.0-2

4.4.0-3

4.4.0-4

4.4.0-5
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The contractor shall establish a system for recording and analyzing the parameters as well as any
changes from the nominal (out of family) even if the levels are within specified limits.

4.2.5 Limited-Life ltems
Limited-life items shall be identified, and managed as described in the RPP.

A list of limited life items shall be presented in the PDR and CDR and delivered in accordance
with the CDRL.

The list of limited-life items shall include electromechanical mechanisms.

Atomic oxygen, solar radiation, shelf-life, extreme temperatures, thermal cycling, wear and fatigue
shall be used to identify limited-life thermal control surfaces and structure items.

Mechanisms such as compressors, seals, bearings, valves, actuators, and scan devices shall be
included when aging, wear, fatigue and lubricant degradation limit their life.

Records shall be maintained that allows evaluation of the cumulative stress (time and/or cycles)
for limited-life items starting when useful life is initiated and indicating the project activity that
will stress the items.

The use of an item whose expected life is less than its mission design life must be approved by
GSFC.

4.3 Fault Tree Analysis

A fault tree analyses (FTA) shall be performed and delivered in accordance with the CDRL that
addresses instrument failures and degraded modes of operation.

Beginning with each undesired state (instrument failure or degraded mode ot operation), the fault
tree shall be expanded to include all credible combinations of events/faults and environments that
could lead to the undesired state.

Subassembly hardware/software failures, external hardware/software failures and human factors
shall be considered in the analysis.

4.4 Parts Stress Analyses

Each application of electrical, electronic, and electromechanical (EEE) parts shall be subjected to
stress analyses for conformance with the applicable derating guidelines.

The analyses shall be performed at the most stressful values that result from specified
performance and environmental requirements (e.g., temperature and voltage) on the assembly or
part. :

The results of the analyses shall be presented at all design reviews starting with the PDR.

The analyses with summary sheets and updates shall be submitted as part of the Reliability
Predictions.

Presentations shall include comments on how the analysis was used to perform design trade-offs

and how the results were taken into consideration when making design or risk management
decisions.
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5.1.2.0-7

5.1.2.0-8
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5 Software Assurance Requirements

The contractor’s QMS shall address software assurance functions for all software and firmware
developed under this contract.

The contractor shall plan and document software development processes and procedures, software
tools, reviews, resources, schedules and deliverables.

A Software Management Plan shall be prepared and delivered in accordance with the CDRL.
5.1 Software Assurance

Software assurance is the planned and systematic set of activities and disciplines that ensures that
software lifecycle processes and products conform to requirements, standards, and procedures.
These disciplines include Software Quality Assurance (SQA), Software Safety, Verification and
Validation (V&V), and Independent Verification and Validation (IV&V).

5.1.1 Software Quality

The contractor shall implement a Software Quality program to assure the quality of all software
products.

This program shall assure that the standards, processes and procedures are appropriate for the
project, correctly implemented, and that all efforts adhere to the requirements, plans, procedures
and standards.

The contractor shall prepare and document a Software Assurance Plan delivered in accordance
with the CDRL.

5.1.2 Software Safety

Software safety is the aspects of software engineering and software assurance that provide a
systematic approach to identifying, analyzing, and tracking software mitigation and control of
hazards and hazardous functions (e.g. data and commands) to ensure safer software operation

within a system. (CCR 00051B)

The contractor shall conduct a software safety program that is integrated with the overall software

. assurance and systems safety program, as described in Section 4.2 of NASA-STD-8719.13B.

(CCR 00051B)

The contractor shall document their approach to the software safety program in the Software
Management Plan. (CCR 00051B)

The contractor shall determine and identify software that is safety critical, based upon the
determination process listed in Section 4.1 of NASA-STD-8719.13B, using any hazards identified
in the PHA and Safety Assessment Report (SAR). (CCR 0005/B)

The contractor shall document all software safety analyses used to determine software safety
critical software. (CCR 00051B)

For software classified as safety critical, the contractor shall identify and document the risk posed
by each item in terms of criticality, severity, and likelihood of occurrence. (CCR 0005/B)

The contractor shall ensure that software safety requirements development and analysis is
performed as described in Section 6.1 of NASA-STD-8719.13B. (C'CR 00051B)

Software safety requirements, both generic and specific, shall be clearly identified as such in the
Software Requirements Specification. (CCR 00051B)

Page 13 of 78 Printed Monday, April 16,2007



Project: Mission Assurance

ID

IMAR1122

IMAR1123

IMAR279

IMAR280

IMAR281

IMAR282

IMAR284

IMAR283

IMAR285

IMAR286

IMAR287

IMAR288

IMAR289

IMAR290

IMAR291

IMAR292

IMAR293

IMAR294

IMAR295

IMAR296

IMAR297

Object
Number

5.1.2.0-9

5.1.2.0-10

5.1.3.0-1

5.1.3.0-2

5.1.3.0-3

5.1.3.0-4

5.1.3.0-5

5.1.4.0-1

5.1.4.0-2

5.1.4.0-3

5.1.4.0-4

5.1.4.0-5

5.1.4.0-6

5.1.4.0-7

52
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Module: IMAR Baseline Version: 2.4

417-R-IMAR-0039, RM Version, Instrument Mission Assurance
Requirements (IMAR) Document

In cases where the contractor cannot meet a software safety requirement and/or feels that it is not
in the best interest of the project to implement, the contractor shall document these items in a
waiver request, detailing the justification to support the waiver. (CCR 00051B)

The contractor shall iteratively perform system and software safety analyses over the life of the
system as the system is better defined or changes are made. (CCR 00051B)

5.1.3 Verification and Validation
The contractor shall implement a Verification and Validation (V&V) program to ensure that
software being developed or maintained satisfies functional and other requirements at each stage

of the development process and that the final product meets customer requirements.

To assist in the V&V of software requirements, the contractor shall develop and maintain under
configuration control a Software Requirements Verification Matrix.

This matrix shall document the flow-down of each requirement to the test case and test method
used to verify compliance and the test results.

The Matrix shall be incorporated in the overall System Performance Verification Plan and the
System Performance Verification Matrix.

The contractor shall install and operate identical flight software on flight and test hardware.

5.1.4 Independent Verification and Validation

NASA will perform an Independent Verification and Validation (IV&V) effort.

This will require, but is not limited to, access to all software reviews and reports, contractor plans
and procedures, software code, software design documentation, and software problem reporting

data.

Wherever possible, the contractor shall permit electronic access to the required information or
furnish soft copies of requested information to NASA V&YV personnel.

The contractor shall review and assess all NASA [V&V findings and recommendations.

The contractor shall take necessary corrective action based upon their assessment and notify
NASA of this corrective action.

The contractor shall also notify NASA of those instances where they decided not to take
corrective action on specific [IV&V findings and recommendations.

Detailed justification shall be provided if no corrective action is proposed for software critical
items.

5.2 Peer Reviews

Software peer reviews (e.g., design walkthroughs or code inspections) shall be implemented in
accordance with the Project Review Requirements section of the SOW.

5.3 Software Configuration Management
The contractor shall develop and implement a Software Configuration Management (SCM)
system that provides baseline management and control of software requirements, design, source

code, data, and documentation.

As part of the SCM, the contractor shall employ a source code version control tool to check
in/check out current or previous versions of a source file.
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As part of the SCM system, the contractor shall document, create and maintain a Software
Configuration Control Board (SCCB) to classify, manage, assess and control all changes.

Class 1 changes shall be forwarded to GSFC for approval. Class 1 changes are defined to include
those which impact System requirements, System safety, System reliability, Software
requirements, Software safety, and external interfaces.

Class 2 changes shall be dispositioned by the contractor, but made available to GSFC for review
and concurrence of classification in accordance with the SOW.

SCCB class 1 and class 2 changes shall be delivered in accordance with the CDRL.

5.4 Software Problem Reporting and Corrective Action

The contractor shall implement a process for Software Problem Reporting and Corrective Action
that addresses reporting, analyzing and correcting software nonconformances throughout the

development lifecycle.

The contractor’s QMS shall provide for a corrective action process that tracks every software
nonconformance to its final disposition.

Page 15 of 78 Printed Monday, April 16, 2007



Project: Mission Assurance

ID

IMAR305

IMAR306

IMAR316

IMAR307

IMAR309

IMAR308

IMAR317

Object
Number

6

6.0-1

6.0-2

6.0-3

6.0-4

6.0-5

6.0-6
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6 Workmanship Standards

The contractor shall plan and implement a Workmanship Program to assure that all electronic

packaging technologies, processes, and workmanship activities selected and applied meet mission
objectives for quality and reliability.

The following standards in their entirety (or alternates submitted as described in IMAR308) apply
to all flight hardware and shall be flowed down to subcontractors as appropriate to the scope of
efforts being performed by those subcontractors.

a) Conformal Coating and Staking: NASA-STD-8739.1, Workmanship Standard for
Staking and Conformal Coating of Printed Wiring Boards and Electronic Assemblies

b) Soldering - Flight: NASA-STD-8739.3, Soldered Electrrical Connections.

c) Surface mount: NASA-STD-8739.2, NASA Workmanship Standard for Surface Mount
Technology.

d) Crimping, Wiring, and Harnessing: NASA-STD-8739.4, Crimping, Interconnecting
Cables, Harnesses, and Wiring

e) Fiber Optics: NASA-STD-8739.5, Fiber Optic Terminations, Cable Assemblies, and
Installation

Printed Wiring Board (PWB) Design:

f) IPC-2221, Generic Standard on Printed Board Design
g) [IPC-2222, Sectional Design Standard for Rigid Organic Printed Boards
h) TPC-2223, Sectional Design Standard for Flexible Printed Boards

Printed Wiring Board Manufacture:

i) IPC-6011, Generic Performance Specification for Printed Boards

j) IPC-6012B Qualification and Performance Specification for Rigid Printed Boards - all
flight boards shall be in compliance with the Performance Specification Sheet for Space
and Military Avionics (SMA specification sheet). In the event of a conflict between the
Design and Manufacture Specifications, the SMA specification shall take precedence.
(CCR 00075)

k) TPC-6013, Qualification and Performance Specification for Flexible Printed Boards

[t is recognized that contractors may wish to use similar but not identical workmanship standards,
procedures and training. (CCR 00/42)

Any such alternatives shall be accompanied by a comparison to the standards in IMAR316 and a
discussion of significant differences and rationale for use.

Where differences are proposed, alternate standards shall be submitted to the GOES-R Project
office at least 120 days prior to use. (CCR 00142)

Prior to the start of manufacturing, the Contractor shall assure that all workmanship requirements

and associated procedures and training are in place or that changes or waivers have been approved
by the Government.
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6.1 Ground Systems That Interface With Space Flight Hardware

Any portion of ground system assemblies that mate with the flight hardware, or that will reside
with the space flight hardware in environmental chambers or other test facilities that simulate a
space flight environment (e.g., connectors, test cables, etc.), shall be designed and fabricated
using space flight materials and processes. (CCR 00142)

Connector savers shall be used for testing all flight connectors.

Mate/Demate logs shall be maintained for all flight connectors and connector savers. (CCR
00142)

6.2 Training and Certification

All personnel working on GOES hardware shall be certified as having completed the required
training, appropriate to their involvement, as defined in the above standards or in the contractor’s
quality manual.

At a minimum, certification shall include successful completion of formal training and
demonstrated performance in the appropriate discipline.

6.3 Printed Wiring Boards

PWBs shall be manufactured in accordance with the Class 3 Requirements in the applicable
(Section 6.0)PWB manufacturing standards. (CCR 00/42)

The contractor shall provide PWB coupons to GSFC Systems Assurance Manager (SAM) or a
GSFC approved laboratory for evaluation.

Approval shall be obtained prior to population of flight PWBs.

Coupons and test reports are not required for delivery to GSFC/Materials Engineering Branch
(MEB) if the contractor has the coupons evaluated by a laboratory that has been approved by the
GSFC/MEB, however, they shall be retained and included as part of the Project’s
documentation/data deliverables package.

Planar magnetic devices, where the coils are an integral part of the design of a printed circuit
board, are not subject to the assembly and screening requirements of MIL-STD-981 (refer to
MARA444). The testing of any such devices shall be defined in the requirements for the printed
circuit board or the next higher level assembly. (CCR 00079)

6.4 Handling

Handling (including storage) procedures shall be instituted to prevent part and material
degradation.

The handling procedures shall be retained through inspection, kitting, and assembly and shall be
identified on “build to” documentation.

The following criteria shall be used as a minimum for establishing handling and storage
procedures for parts and materials:

a) Control of environment, such as temperature, humidity, contamination, and pressure.

b) Measures and facilities to segregate and protect parts and materials routed to different
locations such as, to the materials review crib, or to a laboratory for inspection, or
returned to the manufacturer from unaccepted shipments.

c) Easily identifiable containers to identify space quality parts.
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d) Control measures to limit personnel access to parts and materials during receiving
inspection and storage.

e) Facilities for interim storage of parts and materials.

f) Provisions for protective cushioning, as required, on storage area shelves, and in storage
and transportation containers.

g) Protective features of transportation equipment design to prevent packages from being
dropped or dislodged in transit

h) Protective bench surfaces on which parts and materials are handled during operations
such as test, assembly, inspection, and organizing Kits.

i) Required use of gloves, finger cots, tweezers, or other means when handling parts to
protect the parts from contact by bare hands.

j) Provisions for protection of parts susceptible to damage by electrostatic discharge.

k) Unique parts and materials criteria.

All materials contacting the flight hardware shall meet the requirements for contamination control.
(CCR 00075)

6.5 Preservation and Packaging

Preservation and packaging shall be in accordance with the item packaging requirements and NPR
6000.1. (CCR 000064).

All parts that are subject to degradation by electrostatic discharge shall be packaged in accordance
with the approved ESD procedures.
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7 Parts Requirements
7.1 General

The Contractor shall plan and implement an Electrical, Electronic, and Electromechanical (EEE)
Parts Control Program to assure that all parts selected for use in flight hardware meet mission
objectives for quality and reliability.

The program shall be in place in time to effectively support the design and selection processes.

All parts shall be selected, processed. and derated in accordance with GSFC EEE-INST-002.
Instructions for EEE Parts Selection. Screening, Qualification, and Derating.

Parts for primary instruments shall be to the requirements for part quality level 1.
Parts for non-primary instruments shall be to the requirements for part quality level 2.

For those parts not readily available as part quality level 1 but are available at part quality level 2,
parts require appropriate additional testing to bring parts into level 1 compliance.

The Contractor shall control the selection, application, evaluation, and acceptance of all parts
through a Parts Control Board (PMCB), or another documented system of parts control that is
approved by the GOES-R project.

The Contractor shall prepare a Parts and Materials Control Plan (PMCP) describing the approach

and methodology for implementing the Parts and Materials Control Program.

PMCP shall also define the Contractor’s criteria for parts selection and approval based on the
guidelines of this section.

The PMCP shall be delivered in accordance with the CDRL.
7.2 Single Point of Contact

The Contractor and each Subcontractor shall designate a key individual to be their Project Parts
Engineer (PPE).

The PPE shall have the prime responsibility for management of their EEE parts control program.

This individual shall have direct, independent and unimpeded access to the GOES-R Project PPE
and Parts Control Board.
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IMAR356 7.2.0-4 Tasks typically performed by the prime contractor PPE and each subcontractor PPE shall include

but are not limited to the following:

a) Work with GOES-R PPE to perform parts control.

b) Provide PMCB agenda, prepare Parts Identification Lists and provide supporting part
information for part evaluation and approval by the PMCB.

c) Coordinate Parts Control Board meetings, maintain minutes, develop and maintain the
Project Approved Parts List (PAPL), develop and maintain As-Designed and As-Built
Parts Lists (ADPL, ABPL).

d) Perform Customer Source Inspections (CSI) and audits at supplier’s facilities as
necessary or as directed by the PMCB.

e) Prepare part procurement, screening, qualification, and modification specifications, as
required.

f) Disposition / track part nonconformance’s and part failure investigations

g) Track and report impact of ALERTS and advisories on flight hardware.

IMAR357 ‘7.3 7.3 Parts and Materials Control Board (PMCB)

IMAR358 7.3.0-1 The Contractor shall establish a Parts and Materials Control Board (PMCB) or a similar
documented system to facilitate the management, selection, standardization, and control of parts,
materials and associated documentation for the duration of the contract.

IMAR359 7.3.0-2 The PMCB shall be responsible for the review and approval of all EEE parts, for conformance to
established criteria of section 7.4 (including radiation effects), and for developing and maintaining
a PAPL. The PMCB is responsible for all parts activities such as failure investigations, disposition
of non-conformances, and problem resolutions.

IMAR360 7.3.0-3 In addition the PMCB shall review and approve materials for use on the instrument in accordance
with materials section of the IMAR.

IMAR361 7.3.0-4 PMCB operating procedures shall be included as part of the PMCP.

IMAR362  73.1 7.3.1 PMCB Responsibilities

IMAR364 7.3.1.0-1 The PMCB shall be responsible for:

a) Evaluation of EEE parts for conformance to established criteria and inclusion in the
PAPL,

b) Review and approve EEE part derating as necessary for unique applications,
¢) Define testing requirements,
d) Review non-preferred applications (including radiation effects),

e) Track part failure investigations and nonconformances.

IMAR365 7.3.1.0-2 If there are any parts issues that cannot be resolved at the PMCB level, the issues shall be elevated
to the GOES Program at NASA for resolution.

IMAR366  7.3.2 7.3.2 PMCB Meetings and Notification

IMAR368 7.3.2.0-1 The GOES-R Project Parts Engineer will participate in all PMCB meetings and shall be notified in

advance of all upcoming meetings.
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Meeting minutes or records shall be maintained by the Contractor to document all decisions made
and a copy provided to GSFC within five (5) working days of convening the meeting.

The GOES-R Project will retain the right to overturn decisions involving nonconformances within
five working days after receipt of meeting minutes.

The Contractor PPE shall notify attendees at least five (5) days in advance of upcoming meetings
as a goal.

Notification shall as a minimum, include a proposed agenda and Parts Identification List (PIL) of
candidate parts.

7.3.3 PMCB Membership

As a minimum, the PMCB voting membership shall consist of the Instrument Contractor,
Subcontractors, GOES-R Project Parts Engineer (PPE) and GOES-R Project Radiation Engineer
(RE) and the GOES-R Materials Engineer (ME).

The Contractor PPE and GSFC GOES-R Project Parts Engineer will participate in all PMCB
meetings.

The Contractor, and Subcontractors PPE shall assure that the appropriate individuals with
engineering knowledge and skills are represented as necessary at meetings, such as part
commodity specialists, Radiation Engineers or the appropriate subsystem design engineer.
7.4 Part Selection And Processing

7.4.1 General

All part commodities identified in the NASA Part Selection List (NPSL) are considered EEE parts
and shall be subjected to the requirements set forth in this section.

Custom or advanced technology devices such as custom hybrid microcircuits, detectors,
Application Specific Integrated Circuits (ASICs), and Multi-Chip Module (MCM) shall also be
subject to parts control appropriate for the individual technology.

7.4.2 Selection

For primary instruments, parts selected from the NASA Parts Selection List (NPSL) for quality
level 1 are preferred. For non-primary instruments, parts listed as quality level 2 are acceptable.

All other EEE parts shall be selected, manufactured, processed, screened, and qualified, as a
minimum, to the requirements of EEE-INST-002, Instructions for EEE Parts Selection, Screening

Qualification and Derating. (CCR 00103)

7.4.3 Radiation Requirements for Part Selection

All parts shall be selected to perform their function in their intended application for a 2X mission
radiation dose based on 417-R-RPT-0027, The Radiation Environment for Electronic Devices on
the GOES-R Series Satellites, and any associated analyses.

The radiation environment poses three main risks to active parts that must be considered during
part selection:

7.4.3.1 Total lonizing Dose (TID)
Total Ionizing Dose including Enhanced Low Dose Rate (ELDR) effects. Parts shall be selected

to ensure their adequate performance in the application up to a dose of 2x the expected mission
dose.
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Linear bipolar parts shall be assumed to be ELDR susceptible unless the parts have been
successfully tested and shown to be insensitive.

7.4.3.2 Displacement Damage

Parts shall be selected to ensure their adequate performance in the application up to a dose of 2x
the expected mission displacement damage dose. As an example, for silicon devices, and
assuming shielding equivalent to 100 mils aluminum, parts must be able to withstand a minimum
fluence equivalent to 2.68 x 10'2 Protons/cm? (Si) at an equivalent energy level of 50 MeV
without system-level degradation. Again, because of the dominance of electrons in geostationary

orbit, displacement damage decreases rapidly with added shielding up to at least the first 300 mils
Al equivalent.

7.4.3.3 Single-Event Effects (SEE)

The contractor shall carry out an analysis documenting the consequences of single-event induced
error modes to the part, circuit, subsystem, and instrument system.

In particular, the analysis shall consider the consequences of Single Event Upset (SEU) or Single
Event Transient (SET) in each application of the part.

Parts susceptible to Single Event Latch up (SEL) should be avoided.

NOTE: If performance demands the use of an SEL susceptible part, measures shall be
implemented to ensure that SEL induced damage (both prompt and latent) are mitigated and that
the mission success is not compromised. These measures must be approved by the contractor RE

and PPE and the project RE and PPE before the part can be added to the PAPL. (CCR 00062)

Applied voltages for power MOSFETs, FETs and bipolar junction transistors shall be in the safe
operating ranges for these devices.

7.4.4 Custom or Advanced Technology Devices

Devices such as custom hybrid microcircuits, detectors, ASICs, and MCMs shall be subject to
parts control and include a design review appropriate for the individual technology.

The design review shall address items such as element analysis and, when necessary - packaging,
qualification, and screening requirements. (CCR 00038)

The GSFC Materials Branch shall be consulted to evaluate differences in coefficients of thermal
expansion between materials.

A Customer Source Inspection may be required.

A procurement specification may be required for parts in this category based on the
recommendation of the PPE.

If a procurement specification is generated it shall fully identify the item being procured. (CCR
00080)

A specification shall include physical, mechanical, electrical, and environmental test requirements
and quality assurance provisions necessary to control manufacture and acceptance. (CCR 00080)

If screening requirements are included in the procurement specification, these requirements shall
include test conditions, burn-in circuits, failure criteria, and lot rejection criteria. (CCR 00080)

For lot acceptance or rejection, the Percentage of Defectives Allowable (PDA) in a screened lot
shall be in accordance with EEE-INST-002.
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If the screening requirements are not included in the procurement specification, a separate
screening specification shall be prepared for the part, which includes test conditions, burn-in
circuits, failure criteria, and lot rejection criteria. (CCR 00080)

7.4.5 Plastic Encapsulated Microcircuits (PEMs)

The use of Plastic Encapsulated Microcircuits and plastic semi-conductors is discouraged.
However, when use is necessary to achieve unique requirements that can not be found in hermetic
high reliability microcircuits, plastic encapsulated parts shall meet the requirements of NASA
GSFC Supplement to GFSC EEE-INST-002, /INSTRUCTIONS FOR PLASTIC
ENCAPSULATED MICROCIRCUITS (PEMs) SELECTION, SCREENING AND
QUALIFICATION.

The PMCB shall review the procurement specification for appropriate testing, and also review
application, procurement and storage processes for the plastic encapsulated part(s) to assure that
all aspects of the GSFC policy have been met. The PMCB may grant Preliminary Approval when
the GSFC requirements have been met.

Final approval for the use of the PEM(s) shall be obtained from the GOES-R Project Office.
7.4.6 Verification Testing

Re-performance of screening tests, which were performed by the manufacturer or authorized test
house as required by military or procurement specification, is not required unless deemed
necessary as indicated by failure history, GIDEP Alerts, age or other reliability concerns.

If required, testing shall be performed in accordance with EEE-INST-002 or as determined by the
PMCB.

7.4.7 Parts Approved on Prior Programs

“Grandfather approval” of parts previously approved by GSFC via a Nonstandard Parts Approval
Request (NSPAR) or prior PMCB activity shall not be permitted. However, existing approvals
may be presented to the PMCB as an aid to review candidate parts for approval.

Such candidate parts shall be evaluated by the PMCB for compliance to current Program
requirements by determining that:

a) No changes have been made to the previously approved NSPAR, Source Control
Drawing (SCD) or vendor list.

b) All stipulations cited in the previous NSPAR approval have been implemented on the
current flight lot, including performance of any additional testing.

c) The previous program’s parts quality level is identical to the current program.

d) No new information has become available which would preclude the use of the
previously approved part in a high reliability space flight application.

7.4.8 Parts Used in Off-the-SheIf Assemblies

Units or assemblies that are purchased as “off-the-shelf” hardware items shall be subjected to an
evaluation of the parts used within them.

The parts shall be evaluated for screening compliance to EEE-INST-002, established reliability
level, and include a radiation analysis.

Units may be required to undergo modification for use of higher reliability parts or Radiation
hardened parts.
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All parts shall be subject to PMCB approval.

Modifications such as additional shielding for radiation effectiveness or replacing radiation soft
parts for radiation hardened parts may be required and shall be subject to RE approval.

7.5 Value Added Testing

The following value - added tests provide for enhanced reliability of parts and all additional
testing shall be noted in the PAPL (Section 7.8).

Unless otherwise specified, testing shall be in accordance with the test methods referenced in
EEE-INST-002.

7.5.1 Particle Impact Noise Detection (PIND)

All EEE devices with internal cavities (transistors, microcircuits, hybrids, relays and switches)
shall be subjected to Particle Impact Noise Detection (PIND) screening, in accordance with the
applicable specification. The PMCB may waive this requirement for part types where the testing
will be destructive or the presence of a particle will not impair the operation of the part. (CCR

00034)
Any device failing this screen shall not be used in any flight application.

7.5.2 Capacitors

7.5.2.1 Surge Current Screening for Tantalum Capacitors

All solid tantalum capacitors used in filtering applications shall be subjected to surge current
screening.

Chip devices shall receive surge current testing in accordance with the requirements of MIL-PRF-
55365, Capacitor, Fixed, Electrolytic (Tantalum), Chip, Non-established Reliability. Established
Reliability, General Specification For. as imposed by surge current Option B of the specification.
(CCR 00060)

For a primary instrument, chip devices shall be tested in accordance with Option B of the
specification.

For a non-primary instrument, chip devices shall be tested in accordance with Option A of the
specification. Parts may be ordered from the manufacturers with this testing by adding the
appropriate symbol ("A" or "B") as the last character of the military part number.

For a primary instrument, leaded devices shall receive surge current testing in accordance with
MIL-PRF-39003/10, Capacitors, Fixed. Electrolytic (Solid Electrolyte) Tantalum, (Polarized
sintered slug), Established Reliability Styles CSS13 and CSS33 (High Reliability Applications).
(CCR 00060)

For a non-primary instrument, leaded devices shall receive surge current testing in accordance
with MIL-PRF-39003/9, Capacitor, Fixed, Electrolytic (Solid Electrolyte) Tantalum, (Polarized
Sintered Slug), High Frequency, Established Reliability Styles CSR21.

7.5.2.2 Dielectric Screening for Ceramic Capacitors

Ceramic capacitors used in circuits at or below 10V shall be rated at 100V or greater except as
follows.
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Each lot of capacitors rated below 100V, shall have samples subjected to Humidity Steady State
Low Voltage testing (85°C and 85% relative humidity) in accordance with MIL-PRF-123
Capacitors, Fixed, Ceramic Dielectric (Temperature Stable and General Purpose), High
Reliability, General Specification for (12 piece sample for each lot/date code).

For a primary instrument, the sample size shall be 12 pieces with zero failures (12 (0)) for each
lot/date code.

For a non-primary instrument, the sample size shall be 5 pieces with zero failures (5/(0)) for each
lot/date code.

Following humidity exposure, a Destructive Physical Analysis (DPA) shall be performed in
accordance with MIL-PRF-123 (sample size of 5 pieces for each lot/date code) prior to
acceptance. (CCR 00061)

7.5.3 Screening for Magnetic Components
Custom magnetic devices (transformers and inductors) shall be assembled and screened to the

requirements of MIL-STD-981, Design, Manufacturing and Quality Standards for Custom
Electromagnetic Devices for Space Applications. (CCR 00079)

For use in a primary instrument, the parts shall meet the requirements for Class S.

For use in a non-primary instrument, the parts shall meet the requirements for Class B. Planar
magnetic devices, where the coils are an integral part of the design of a printed circuit board, are
not subject to the assembly and screening requirements of MIL-STD-981. The testing of any such
devices shall be defined in the requirements for the printed circuit board or the next higher level
assembly.

Burn-in screening shall be considered based on vendor history, performance stability
requirements, device complexity, and application criticality.

Simple toroidal coils with one layer of windings may be exempted from burn in unless required.by

the core manufacturer to stabilize its properties, and such decisions require PMCB documentation
and approval.

7.6 Part Analysis
7.6.1 Destructive Physical Analysis

A sample of each lot date code of microcircuits, hybrid microcircuits, EMI filters, relays,
capacitors, oscillators, and semiconductor devices shall be subjected to a Destructive Physical
Analysis (DPA) based on PMCB recommendation.

All other parts may require a sample DPA if it is deemed necessary as indicated by failure history,
GIDEP Alerts, or other reliability concerns.

DPA tests, procedures, sample size and criteria shall be as specified in GSFC specification S-311-
M-70.

Contractor’s procedures for DPA may be used in place of S-311-M-70 and shall be submitted to
the PMCP for concurrence prior to use.

The PMCB on a case-by-case basis shall consider variation to the DPA sample size requirements,
due to part complexity, availability or cost.

7.6.2 Failure Analysis
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The Contractor shall perform part Failure Analysis essential to achieve a timely resolution and
closeout of each failure incident.

The Contractor PPE shall submit the completed EEE part failure report with all supporting data,
analyses, and photographs to the PMCB for review and approval within 10 working days of
initiating corrective action.

The failure report form shall as a minimum, provide the following information:

a) The failed part’s identity (part name, part number, reference designator, manufacturer,
manufacturing lot / date code, and part serial number if applicable), and symptoms by
which the failure was identified (the conditions observed as opposed to those expected).

b) The name of the unit or subsystem on which the failure occurred, the contract number,
date of failure, the test phase, and the environment in which the test was being conducted.

¢) The results of the failure analyses conducted and the nature of the rework / retest /
corrective action taken in response.

d) An indication of whether the failure of the part or item in question constitutes a primary
or a secondary (collateral) failure.

The completed failure report shall include copies of any supporting photographs, X-rays,
metallurgical data, microprobe or spectrographic data, scanning electronic microscope
photographs, pertinent variables (electrical and radiation) data, etc.

Radiation data shall be submitted where it is deemed pertinent to the failure mechanism.
7.7 Additional Requirements
7.7.1 Parts Age and Storage Control

All parts procured with date codes indicating that more than five (5) years have elapsed from the
date of manufacture to date of procurement shall be subjected to a re-screen and sample DPA per
PMCB recommendation.

Alternate test plans may be used as approved by the PMCB on a case-by case basis.

Parts taken from user inventory older than 5 years do not require re screen, provided they have
been properly stored.

Parts over 10 years old from the date of manufacture to date of procurement shall not be procured.
(CCR 00059)

7.7.2 Derating
All EEE parts shall be used in accordance with the derating guidelines of EEE-INST-002.

The Contractor’s derating policy may be used in place of the EEE-INST-002 guidelines and shall
be defined in the Contractor's PMCP. (CCR 00058)

The Contractor shall maintain documentation on parts derating analysis and make it available for
GSFC review.

7.7.3 Traceability

The Contractor shall utilize traceability database(s) that provide the capability to retrieve
historical records of EEE parts from initial procurement and receipt through. storage, kitting,
assembly, test, and final acceptance of the deliverable product.
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Also, the database shall permit the traceability to the procurement document and provide for:

a) Cross-referencing and traceability of part manufacturer and date code to the assembly
traveler or production plan.

b) The storage of the accumulated data records.

All flight EEE parts shall be traceable to the lot date code or the manufacturer’s inspection lot
code. (CCR 00032)

Traceability shall be maintained throughout manufacturing for each deliverable item.

When necessary for radiation hardness or other requirements, the parts shall be traceable to the
wafer lot, as determined by the PMCB. (CCR 00032)

7.7.4 Prohibited Metals

Pure tin plating shall not be used in the construction and surface finish of EEE parts proposed for
space hardware.

Only alloys containing less than 97% tin are acceptable.
The use of cadmium or zinc is prohibited in the construction and surface finish of space hardware.

All cadmium alloys or zinc alloys (e.g. brass) shall be completely over plated with an approved
metal.

7.7.5 Supplier and Manufacturer Surveillance (Monitoring)

The PMCB shall establish a policy and procedures for the periodic surveillance and auditing of
suppliers, vendors, laboratories and manufacturers to ensure compliance to procurement, quality,
reliability and survivability requirements.

Contractor’s surveillance is not required for laboratories, suppliers, vendors, and manufacturers
that have been approved as a part of Qualified Parts List (QPL) or Qualified Manufacturer’s List
(QML) program for products listed in the space quality baseline.

When surveillance/audit data is available from other sources (e.g. other contractor programs, other
contractor sub-contractors, independent audits reports, etc.), the contractor may utilize the results
of the data contingent on the review and approval by the PMCB. Acceptability of the data shall
be based on technical considerations, as well as timeliness and confidence in the source of the
data.

7.7.6 Re-use of Parts and Materials

Parts and materials which have been installed in an assembly, and are then removed from the
assembly for any reason, shall not be used again in any item of flight or spare hardware without
prior approval of the PMCB based on the submission of evidence that this practice does not
degrade the system performance.

7.8 Parts Lists

The Contractor shall create and maintain a Program Approved Parts List (PAPL) and Parts
Identification List (PIL) for the duration of the program.

Clear distinctions shall be made as to parts approval status and whether parts are planned for use
in flight hardware.
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Parts shall be approved for listing on the PAPL or PIL before initiation of procurement activity.
(CCR 0005